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1 Overview

The rapid evolution of software development methods has made it increasingly challenging to achieve
both quality and efficiency simultaneously. Software complexity is increasing, release cycles are
shortening, and user expectations are rising. Consequently, traditional software testing methods are
struggling to perform sufficient testing to meet quality goals. Software testing faces many challenges
due to high maintenance costs and frequent code changes.

Al technology is gaining attention as one solution to these problems. With the rapid advancement of
Al technology in recent years, it's bringing significant changes to the field of software testing. Al can
greatly improve the efficiency of software testing by automating repetitive tasks, analyzing large
amounts of data to derive meaningful results, and quickly adapting to changing environments.

Table 1. Evolution of Software Testing Methods

Era Testing Method

1990s Manual Testing - People directly write and execute test cases
2000s Automated Testing Tools - Test automation using scripts
2010s Cl/CD and DevOps - Rapid test cycles with continuous integration and deployment

2020s Al-based Testing - Automation and predictive analysis using Al, intelligent configuration of test
environments

The application of Al in software testing is expected to solve many existing problems and significantly
reduce testing time. For example, Al can automatically generate code to replace complex
dependencies and tests to increase test coverage. It can also suggest solutions for errors that occur
during the testing process or automatically modify tests according to code changes to maximize
efficiency.

With the introduction of Al, software development teams can reduce test maintenance costs, shorten
test cycles, and ultimately deliver higher quality software to customers faster. Al will play an important
role not just in verifying code, but throughout the entire development process.

© 2024. Suresofttech Inc. All rights reserved. 4
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This whitepaper explores the role and importance of Al technology in software testing. In particular, it
explains the difficulties of testing C/C++ code, which is widely used in mission-critical fields, and
suggests ways to utilize Al for this problem. We will introduce the Al assistant feature implemented in
CT, a unit and integration test automation tool, and look at specific examples of how Al is being applied

in actual products. The purpose of this whitepaper is to present ways to improve the efficiency and
quality of software testing through Al technology.

© 2024. Suresofttech Inc. All rights reserved. 5
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2 Difficulties in C/C++ Testing

C/C++ languages are widely used in mission-critical fields due to their excellent performance and
ability to directly control hardware. However, these advantages of the language can become
disadvantages in the software testing process. In this chapter, we will take a detailed look at the
difficulties of C/C++ software testing and examine how these difficulties affect the overall quality of
the software.

I Complexity of C/C++ Code

While C/C++ languages are powerful and flexible, their complexity poses challenges in testing. The
main challenges related to the complexity of C++ code are as follows:

Memory Management

In C/C++ languages, programmers directly manage memory. This increases the likelihood of problems
such as memory leaks or incorrect memory access. These issues are particularly difficult to detect
and debug as they often only appear under specific conditions. For example, memory leaks caused by
not freeing dynamically allocated memory usually don't manifest immediately but have an increasing
impact over time, making it difficult to trace the source of the problem.

Pointer Arithmetic

Pointers are one of the powerful features of C/C++. However, incorrect pointer arithmetic can lead to
unpredictable program behavior. For instance, if a pointer references an incorrect memory address,
the program may terminate immediately or data may be corrupted. Moreover, complex pointer
arithmetic makes it very difficult to track the execution path of the code, making it challenging to
identify the cause when problems occur.

Low-Level System Access

C/C++ provides functionality to work closely with hardware. While this allows for high performance,
debugging errors that occur in the interaction between hardware and software is complex.
Additionally, incorrect hardware access can have a critical impact on the entire system.

© 2024. Suresofttech Inc. All rights reserved. 6
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Dependency Management

In large C/C++ projects, complex dependencies form between modules. Changes in one module can
affect several other modules, making it difficult to write and maintain test cases. These complex
dependencies increase the likelihood that code modifications will affect unexpected areas, increasing
the risk of errors.

Legacy Code

Old code written in C/C++ often lacks documentation or has unclear code intentions. Maintaining and
testing such code comes with considerable difficulties. Insufficient documentation requires a lot of
time to understand the exact behavior of the code, which can degrade the quality of testing.

I Complexity of Embedded Environments

C/C++ is particularly widely used in embedded systems. In embedded environments, software must
be optimized for specific hardware, which makes the testing process even more complex. The
following are the main challenges of testing C/C++ code in embedded environments:

Various Compilers and Target Boards

Embedded systems run on various hardware platforms, each with its own unique optimization options
and characteristics. This diversity can cause the same source code to behave differently in different
environments. For example, code that works normally with one compiler may cause errors with
another compiler, increasing the complexity of the test environment.

Limited Resources

Embedded systems typically use limited CPU, memory, and power resources. These constraints
require efficient operation of the software, and to meet this, the code must be highly optimized. Such
optimization can reduce the readability and testability of the code. Also, due to limited resources, the
use of debugging tools or additional logging for testing is restricted, increasing the difficulty of
testing.

Real-time Performance Requirements

Many embedded systems must meet real-time performance requirements. This means tasks must be
completed within a specific time, and if these requirements are not met, the system may not function
normally. Real-time performance testing is a very sophisticated and complex task, requiring a precise
test environment to verify accurate timing and behavior.

© 2024. Suresofttech Inc. All rights reserved. 7



Al-Powered Software Testing: CT's Al Assistant Feature SURESOFT

Identifying Causes of Errors Between Tests

In embedded systems, even the same test can yield different results depending on the environment
and conditions. The main causes of this phenomenon are as follows:

1. Compiler Optimization: Using certain optimization settings, the compiler can modify the code to
improve performance. In this process, the execution order or memory usage patterns of the code
can be changed.

2. Memory Access Method: The order or method of memory access can be changed during
optimization. This can cause data race conditions, especially in multithreading environments.

3. Hardware-Dependent Code: Code optimized for specific hardware may behave differently in other
environments. For example, code tailored to a specific processor architecture may be interpreted
differently on another architecture.

These factors each affect the behavior of the code in different ways. Compiler optimization can
directly change the execution path, changes in memory access methods can affect data consistency,
and hardware-dependent code can produce different results depending on the environment.

As aresult, even the same source code may behave differently than expected in different
environments, which can sometimes manifest as errors.

It's difficult to identify the cause of these problems because it's hard to reproduce the exact
conditions under which errors occur. It requires understanding and analyzing the complex interactions
between hardware and software, which is a time-consuming and resource-intensive task.

Testing C/C++ code poses many difficulties due to its complexity and various usage environments.
Especially in embedded environments, identifying the cause of errors that occur during testing
becomes even more challenging. Therefore, high levels of skill and experience are required to perform
effective testing. Introducing Al technology to overcome these difficulties can greatly help improve the
testing process and enhance software quality.

© 2024. Suresofttech Inc. All rights reserved. 8
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3 Role and Benefits of Al

The introduction of Al in software testing is bringing revolutionary changes to the testing process. By
utilizing Al technology, we can automate repetitive tasks, derive meaningful insights from vast
amounts of data, and adapt to dynamically changing environments. This can greatly improve the
efficiency and accuracy of the testing process. In this chapter, we will discuss in detail the benefits
and effects that can be gained by utilizing Al in software testing.

I Reducing Test Environment Setup Time

Al technology can be used to automatically generate code that replaces the dependencies of the
system under test (SUT). This allows for quick and reliable configuration of the test environment. With
Al, you can efficiently set up the test environment without deep understanding of legacy code,
significantly reducing the time required for environment setup. For example, by using Al to
automatically generate mock objects and efficiently manage dependencies, you can more easily
configure the test environment. Additionally, Al can detect and automatically correct dependency
issues that may arise when code changes, maintaining a consistently stable test environment.

I Improving Test Coverage

Al technology can be used to automatically generate new test cases to increase test coverage. By
using Al to analyze the code base, identify untested parts, and then generate new test cases based
on this, coverage can be increased. Furthermore, by analyzing existing tests, unnecessary test cases
can be removed or tests that need improvement can be identified, thereby increasing test efficiency
and maintaining optimal test coverage. Al tools can dynamically update test cases according to code
changes and keep them up to date.

I Supporting Error Analysis and Resolution

Al technology can be a powerful tool for analyzing and resolving errors that occur during the testing
process. Here are examples of how Al can be used to analyze errors and obtain solutions:

1. Log Analysis and Pattern Recognition: Al can analyze large volumes of test logs to identify
repetitive error patterns, group similar errors, and prioritize them, saving developers' time.

2. Error Cause Tracing and Solution Suggestion: Al can analyze error logs, code structure, and
previous resolution cases to identify possible causes and provide developers with specific
solution suggestions or code modification proposals.

© 2024. Suresofttech Inc. All rights reserved. 9
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3. Performance Bottleneck Analysis: Al can analyze performance data during integration testing to
identify bottleneck points, identify code areas that need optimization, and suggest improvement
measures.

Such rapid error identification and response can greatly contribute to reducing testing time.

| Requirements-Based Test Automation

Al technology can be used to analyze requirements and specifications written in natural language and
automatically generate test cases. Through Al, test cases can be generated based on requirements,
and tests can verify whether the requirements are properly reflected in the code. For example, by
using Natural Language Processing (NLP) technology to analyze specifications and automatically
write test cases accordingly, it can verify whether requirements are accurately implemented. This is
particularly useful when testing complex scenarios. Additionally, when code changes, existing tests
can be used to verify whether the code has been correctly modified, allowing quick identification and
correction of parts where requirements have not been properly reflected.

The introduction of Al can make the software testing process more efficient and rapid. However,
despite the many benefits that Al technology offers, there are several challenges and considerations
when actually implementing it. In the next chapter, we will look at the main limitations and difficulties
that may be encountered when applying Al to software testing, and discuss how these issues can be
managed.

© 2024. Suresofttech Inc. All rights reserved. 10
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4 Limitations and Challenges of Al Application

While Al provides many benefits in software testing, there are some limitations and difficulties to
consider when implementing it. Understanding and managing these factors is crucial for successful
Al application.

I Data Quality and Quantity Issues

The performance of Al systems heavily depends on the quality and quantity of training data. Applying
Al to software testing requires sufficient and diverse test data. However, when applying it to actual
projects, you may face the following problems:

1. Lack of Data: It can be difficult to secure sufficient test data for projects in the initial stages or new
systems.

2. DataBias: If the Al model is excessively trained on certain types of data, its predictions may be
biased or only work well in specific situations.

3. Data Quality: Incomplete or inaccurate data can negatively affect the learning and performance of
Al models.

I Integration Issues with Complex Systems
When integrating Al into existing complex software systems, the following difficulties may arise:

1.  Understanding Interactions: It's necessary to clearly understand how the Al system will interact
with the existing test environment.

2. |Interoperability Issues: Effective methods for connecting Al tools with existing test systems must
be devised.

3. Increased Complexity: The addition of Al tools can increase the complexity of the entire system,
which can add additional burden to maintenance and management.

I Limitations in Predictability and Explainability
The lack of transparency in Al models' decision-making processes can cause the following problems:

1. Black Box Problem: The internal workings of Al are not clear, which can reduce the reliability of
results.

© 2024. Suresofttech Inc. All rights reserved. 1
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2. Difficulty in Explanation: It can be difficult to clearly explain Al's recommendations or decisions,
making it challenging to accept the results.

3. Accountability: For important business decisions, it should be possible to clearly understand and
explain the basis for Al's judgments.

| Cost and Time Issues
Introducing Al technology may require significant initial investment:
1. Initial Costs: Large costs may be incurred for infrastructure construction, training data
preparation, tool purchases, etc.
Time Investment: It may take considerable time to effectively implement and integrate Al systems.
3. Delayed ROl Realization: It may take time to realize return on investment, and productivity may

decrease in the short term.

Al technology is a powerful tool that can bring revolutionary changes to software testing. However,
various challenges such as data quality, complexity of system integration, limitations of predictability,
and initial investment costs must be considered. By effectively managing these challenges, the
effects of Al adoption can be maximized.

In the next chapter, we will explore how CT's Al assistant feature overcomes these limitations and
difficulties, and how Al has been successfully applied to software test automation tools.

© 2024. Suresofttech Inc. All rights reserved. 12
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5 CT's Al Assistant

This chapter explains the Al assistant feature provided by CT, a C/C++ test automation tool. You can
see how difficult problems in software unit and integration testing can be solved through Al
technology.

I Introduction to CT

CT is a C/C++ code-based unit and integration test automation tool provided by Suresofttech. It is
designed for software testing and achieving structural code coverage goals in mission-critical fields
where safety and reliability are important. CT focuses on improving software quality, reducing testing
and maintenance costs, and maximizing developer productivity.
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Figure 1 CT Execution Screen

CT increases test efficiency in large-scale and complex software projects and has proven its reliability
with TUV certification. Its effectiveness has already been verified in various industries such as
automotive, defense, railway, nuclear power, finance, and telecommunications, and it has established
itself as an essential tool for high-level requirements testing.
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I Introduction to Al Assistant

CT's Al assistant feature is an innovative function designed to efficiently solve various problems that
users may face in the test process, improve test quality, and increase development productivity. When
problems occur during the testing process, users can receive guidance for resolution through the Al
assistant feature.

For this, CT performs the following process:

Analyze error messages
Collect error-related information
Generate prompts to be sent to the Al language model

Send system prompts and user prompts to the Al language model

oA w NS

Provide Al's response to users to support error cause identification and correction
The main benefits of the Al assistant are:

1.  Reduced problem-solving time

2. Decreased need for external support requests
3. Enhanced user ability to utilize CT
4,

Continuous improvement in test process efficiency

Al Assistant Strategy

The core strategy of the Al assistant is to automatically generate optimized prompts by selecting
appropriate information and code snippets according to the situation. CT's Al assistant feature uses
the following strategies to provide accurate and useful guidance:

1. Context Awareness: Recognize the context of the problem situation the user is facing and reflect
this in the prompt.

2. Customized Information Collection: Analyze the problem situation and automatically generate
prompts that include highly relevant information and code snippets.

3. Domain-Specific Prompts: Apply system prompts specialized for the C/C++ code testing domain
to induce responses with high accuracy and relevance.

4. Continuous Improvement: Continuously improve the prompt generation algorithm through user
feedback collection and testing.

5. AlModel Learning: Continuously train the Al language model based on new data and feedback,
providing more sophisticated solutions over time.

© 2024. Suresofttech Inc. All rights reserved. 14
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Al Assistant Example

Here's an example of modifying a build stub that needs correction according to Al guidance, then re-
running the test to verify that the build stub has been correctly modified.

File Edit Search Project Window Help

= demo-ai-stub B f & & B8 & | ot Taget | Coverage Mode | Host/ Target | | [ Global Search (Ctrl+3)

& %2 || £ show Coverage | [E] Coverage —3 MC/DC |§7 Stub | f&] Class Factory < Control Flow Graph o2« Call Graph [) Requirement =3 Fault Injection
[2 demo_sample cpp =5 Unit Test Integration Test (=" BEREH~-8 =08
57 " FlightControl(int a); A

58 e void control()

59 std:icout << "FlightControl is controlling with level: " << controllevel << std::endl; Test Result 0/0/0(@ Statement Coverage v

60 navsystem. navigate();

51

52 =  void meaninglessFunctiond(long w) { P T——

63 std::cout << "FlightControl meaninglessFunction4 called with value: " << w << std::endl — -

64 1 ~ ;

- private: Name Result Coverage
56 int controllevel; ©/0/0)0 -

57 NavigationSystem navsystem; Bl stub Troubleshooting Guide X Eontro1) o ©/0/0)0

65 5

69 Contains build stubs that require modification. Go to the Stub view to check the

70 /1 Additional class for even more complexity stubs. Do you want to continue?

71 ©class Pilot { (3 Test execution will not proceed.)

72 i

e istring name, int experience) : name(r

74 sicout << "Pilot constructor called with

75 } Yes No
76 ©  void flyaircraft(FlightControl& flightControl)

: >
&3 sun [F) Emor ] — =g

Errors in the demo-zi-stub project.

Test Info (d i-stub/test_test0) |5 %
[Type fiter text Open log in editor:
Message Log lodstion _ Error _;11{‘ constructor 'FlightControl::FlightControl B Q 2 | Test Info Edit

d:\ctpro 6_
ightcontrolflightcontrol
<

lnuse of deleted function 'Aircraft-Aircr demo_sample_  Stub

Test structure using 2 tree view and edit the
information in the test.

Neme In Out
12 | Aircraft() /* this is abnormal code. Test global code
write the correct initialization code. */ User code

Global Variable

In file included from D:\CTP 5 Test target function

024.05_deno

\demo-ai-stub\.csdata\src\bui
\demo_sample_1.cpp:18: User code
Ci\Users\jhyeo\Desktop\Slack\demo-ai-stub- > Stub

Final_20240523150315\demo_sample.cpp:33:5: note:
declared here
33 | // Intermediate class NavigationSystem

<

Test Info| Test Case | Test Code | Configuration|

12M

El

Figure 2 Identifying a build stub that needs modification

File Edit Search Project Window Help & Stub Troubleshooting Guide — o %
=% demo-ai-stub Mame: %9 FlightControl_build_stub

& % || Show Coverage || Kind Message

[&) dema_sample.cpp Parent Class Initialization  If there is no default constructor for the parent class "Aircraft” of the class "Aircr...

FlightControl(int a);

& woid control() {
stdi:icout << "FlightCentrel is col
navSystem.navigate();

4% Al Assistant
S void meaninglessFunctiond(long w) {
std::cout << "FlightControl meani| = Stub Guide Al Guide
private: A
int controlLevel;
NavigationSystem navSystem; FPTNT] .
b Parent Class Initialization

// Additional class for even more complex|

S class Pilot { If there is no default constructor for the parent class "Aircraft” of the class

:istring name, int experienc| "Aircraft”, an error may occur. Please ensure that initialization code for the
cout << "Pilot constructer c . " .
parent class "Aircraft" has been written.

}
S void flyAircraft(FlightControl& fligh

i = Aircraft:Aircraft(Engine) demo sample cpp-22

§15 Sb | B Error
Manage stub items of deme-ai-stub project. (3 items) Noncompliant Code Example
|t}-pe filter text

~ g FlightCentrol(int 2)

ﬁ,@ FlightControl_build_stub Double-click to view Guide
» © Engine(int t)
» @ NavigationSystem(

class SaseClassz |
public:
BaseClaszs() = delate;

BaseClass(int t) {}

Figure 3 Executing the Al assistant in the stub problem-solving guide window
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File Edit Search

Project Window Help

=% demo-ai-stub

5 % | £, Show Coverage |

demo_samplecpp

NavigationSystem(std::string systemType)

16 int £

17 be

18

15 “class Aircraft : public Engine {

o publi

21 te default constructor
22 Ai (E )

23 & woid fly() {

20 std::cout << "Aircraft is flying with wingspan: "
25 3

26 ©  void meaninglessFunction2(double y) {

27 std::cout << "Aircraft meaninglessFunction? calle
s

29 private:

30 int wingspan;

51 b

32

33 /4 Intermediate class Navigstionsystem

342 “class Navigationsystem {

35 public:

3% e

: systemType|

ThSub | ) Ermor 4% Al Assistant

Manage stub items of demo-ai-stub project. (3 items)

[type fitter text
~ @ FlightControl(int a)
% FlightControl:FlightControl_build_stub Double-click to
> © Enginelint t
> © NavigationSystem(

Figure 4

Stub code o

1747 @Kin:
27/ @signa
3/// @signa
4117 fFile
5 #ifndef

6 #define _j
7

8 #ifndef Cs.
9 sidefine C5.
10 sendif

11 FlightCon

12 Aireraft()

13{

14 sinclud

15/// Stub by

%

|B stub Troubleshooting Guide - [m] X

Name: (% FlightControl-FlightControl_build_stub

Kind Message

Parent Class Initialization If there is no default constructor for the parent class "Aircraft” of the class "Aircraft”, an er...

+% Al Assistant
Stub Guide Al Guide

the cause of build fail

The constructor of the base class zircrase, requires an argument of type engine
However, it is being invoked without arguments in the derived class r1ignccontrol

A solution to revise the function to build successful

To solve the issue, provide an appropriate argument when calling the base class
constructor. If engine instances could be created using an integer, you can use that in
the derived class constructor. Here's how you can revise the F1ightcontrol class
constructor

FlightControl::FlightControl(int a): Aircraft(Engine{a)) { // comstructor

code }
The above HTML code describes the problem and its solution clearly. The code

block in the solution displays how to properly call the *Aircraft constructor from the
“FlightControl" class's constructor initialization list

Checking the Al guide

£73 Btub | ) Error - 4% Al Assistant

5 E

mE|@#S & =0

Manage stub items of demo-ai-stub project. (3 items)

|t}-pe filter text

Stub code  Configuration

» @ Engine(intt)
~ @ FlightContreliint a)

(% FlightControl=FlightContrel_build_stub
» @ NavigationSystem(

1/// @Kind: Build Function

2/// @signature: FlightControl::FlightControl(int a)

3/// @SignatureHash: 2313760887

4/// @File: C:\Users'jhyec\Desktop\Slack\demo-ai-stub-final 282
S#ifndef _ FLIGHTCONTROLFLIGHTCONTROL 231376@@87 BUILD STUB C_
G #define _ FLIGHTCONTROLFLIGHTCONTROL 231376@@87 BUILD STUB C_
7

S #ifndef CS_STUB_SELECT_231376@087

9 #define C5_STUB SELECT 2313768887 "empty.c”

10 #endif
11 FlightControl: :FlightControl{int a): Aircraft(Engine(a)) {
12 #include CS_STUB_SELECT_2313760007

13/// stub body start
14
15
16 /// Stub body end
< >
‘ctrl + Space’ key pressed, show macro keyword fist.

Figure 5 Modifying the build stub code referring to the Al guide
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File Edit Search Project Window Help

=y

B &

& @ @

Host | Taget | Coverage Mode Host / Target v | [clobal Search (ctr+3)

5 % || Show Coverage

) Coverage 3 MC/DC | £33 Stub|[&] Class Factory b Control Flow Graph s Call Graph

Requirement =g Fault Injection
[&) demo_sample cop =8 untTet integration Test QemElRkEH-3=0
7 b
. rosnes | 100,00 | [swemnicoense v| 5%
23 e 1y() { c
s std::cout << "Aircraft is flying with wingspan: " << wingspan << std::endl; iz Result Covera
s v M test /0701 100.0%
27 std::cout << "Aircraft meaninglessFunction2 called with value: " << y << std::endl;
31 b
o
- ,
{3 Stb | P Emor 4% Al Assistant EIEEY )
Manage stub items of demo-ai-stub project. (3 items)
type filter text Stub code  Configuration
~ & FightConirolgnt ) S errah i s rcans; | gnecentrol(int =)
{9 FlightControl:FlightControl_build stub 2777 @File: C:\Users\jhyeo\Desktop\Slack\deno-ai-stub-Final 202
> © NavigationSystem( 5#ifndef _ FLIGHTCONTROLFLIGHTCONTROL_231376@0@7_BUILD STUB C__
it ol e oo S e
:
11 FlightControl: :FlightControl(int a): Aircraft(Engine(a)) {
z
i
; ,
“Ctrl + Space’ key pressed, show macro keyword ist. 3 5
Here's an example of using the Al assistant to resolve an error for a failed test case:
B cr2024 - o X
File Edit Search Project Window Help
=% sod-demo-ai B O & & & | | Host |Tamet | Coverage Mode | Host / Target vl | \ Global Search (Ctrl+3) Q\
& %2 ||l£) Show Coverage [£) Coverage —3MC/DC |73 Stub | €] Class Factory < Control Flow Graph =i Call Graph [] Requirement =3 Fault Injection
[ demo_sample.cpp =0 Unit Test | Integration Test X A& E~-§ =0
18 ‘ Test Result 12,04 ‘ ‘smemem Coverage v | 0.1%
22 Aircraft(Engine e): Engine(1){}; [type file, function, test, state, issue
24 std::cout << "Aircraft is flying with wingspan: " << wingspan << std::endl; Ramey Result s
25 3} v ¥ canny_cale_gradient_sobel (st sod_img 70/3) 58.6%
25 = void meaninglessFunction2(double y) { v © 75 canny_calc_gradient_sobel 7073
29 private: 2
30 int wingspan; 3
31 i3 4
34 ©class Navigationsystem { € signaled
35 publi 7
< - > 9
10  Timeout
{38t o P Enor 4% Al Assistant 1
Manage stub items of sod-demo-ai project. (27 items) v @ binarize_cpu(+ . i 100.0%
= v 1T bi i float t, f:
[type filter text Stub code Configuration =} l;:rlx!_cpu
> © int CloseHandle(void * arg0) Al 1 2 Abnormal Exit
> © int CreateDirectoryW(const unsigned short * arg0, struct _SE. 3
> © void * CreateFileMappingW(void * arg0, struct _SECURITY_AT 4
> © void * CreateFileW(const unsigned short * arg0, unsigned lor 5
> © int DeleteFileW(const unsigned short * arg0)
> © void * FindFirstFileW(const unsigned short * arg0, struct WIF
> © int FindNextFileW(void * arg0, struct_WIN32_FIND_DATAW
> © unsigned long GetCurrentDirectoryW(unsigned long arg0, ur
> © int GetDiskFreeSpaceW(const unsigned short * arg0, unsigne
> © unsigned long GetEnvirenmentvariableA(censt char * argo,
> © unsigned long GetFileAttributesWi(const unsigned short * arc
> © unsigned long GetFileSize(void * arg0, unsigned long * arg1
> © unsigned long GetFullPathNameW/(const unsigned short * ar
> © void * GetProcessHeap() v
< T a S ‘Ctrl + Space’ key pressed, show macro keyword st < 5

[l 5oV of s12m

Figure 7 Identifying the test case that failed during test execution
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Unit Test | Integration Test CwEEEEH~-E =0
| Test Result 12,0/ 4(18) | | Statement Coverage «  0.1% (22/11154)
|t5-'pe file, function, test, state, issue
Mame Result Coverage c2
v M canny_calc_gradient_sobel (st B/o/3M 58.6% oo
v [/ [ TBsT  canny_cale_gradient_sobel B8/0/3)11
case 1
2
3
4
5 T '
6 < Copy Ctrl+C
7 Paste Ctrl+V
8 Duplicate Ctrl+D
s Duplicate multiple times... h
E| canny_calc_gradient s % Delete Delete = 5
Rename... F2 .
Test Case (sod-demo- O eE|lEéo
Add Test Case
Parameter Host Output Value -> Expected Value bected Value  Host |
o img_in_mem[0].c Target Output Value -= Expected Value
o img_in_mem[0].data ™ Run Test Case
img_i 0L.h
° fmg_fn_mem[ ! #F  Run Target Test Case
o img_in_mem[0]l.w
o g[o] £33 Add Stub...
o dirf0] R
Open Host Error Location
(& Fault Localization
2% Inspect Debug Info
< Generate function call flow contents by test case s
» More Info +. Al Assistant - Test Case Error Analysis

Test Info | Test Case| Test Code| Configuration|

Figure 8 Executing the Al assistant for the failed test case

P

The error occurs because in your test code, you're initializing height (h) of img to 0
and width () to -1. This causes an issue when you try to loop from w*3 to max_y
(which is w*(h-3)), since these are negative or zero i the test code.

the source code line causing the problem in the test code

ing_in_men(0].h = 0;

ing_in mem{0).w = -1;

solution to solve runtime error

You should initialize h and w to valid positive integers. Here's a revised version where
h=4andw =4 (or any value as per your requirement)

ing_in_men[0].w = 4;

| sn0_tn_mento.n = 45

0 > =
(3 Swb P Emor 4 Al Assistant g=n s
Recent List » Test Case Error [06-14 10:45:00] & © 6 Signaled
= 7
st Case] canny_calc_gradient s0bel{ | Guide (17 @< > 8
A 9
the cause of runtime error 10 Tmeout

1

v ¥ binarize_cpu(<loat 4/0/1) 100.0% (5/5
v ¥ 1 binarize_cpu 4/0/1)5
Il canny_calc_gradient sobel(stru. =a
Test Case (sod-demo-ai/canny_calc_gradient_sobel_test0) #5 QeEe
Parzmeter Type Input Expected Value  Host Output
o img_in memol.c it 2147483647
o img_in_ mem(0] data(0] float 3.402826+38
o img_inmemi0Lh int )
© img_in mem{0L.w int ]
°gl0] int 2147483648
o dirlo) int ]
< >
» More Info

Test Info | Test Case| Test Code | Configuration|

Figure 9 Modifying the test case referring to the guide
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Unit Test | Integration Test O w BEH~-3 =0
Test Result 13,073 (18 | |Staternent Coverage v | 0.1% (22/1717154) |
|type file, function, test, state, issue |
Mame Result Coverage G
w [ canny_calec_gradient_sobel(struct sod_img *, sign @/0/2 11 58.6% oo
v I [ TBsT  canny_cale_gradient_sobel(struct sod_img @/0/2 11
case| 1
case 2
case 3
cast 4
case| 5
CasE 6 Signaled
case 7
case 8
CasE 9
case 1@ Timeout
case | 11
v M binarize_cpu(float *, signed int...) 4/0/1)5 100.0% 5/5
v [ | TesT binarize_cpu(float *, signed int, float *) 4/0/1)5 N
canny_calc_gradient_sobel(stru... = O
Test Case (sod-demo-aifcanny_calc_gradient_sobel_test0) #5 Q= =Eo o
Parameter Type Input Expected Value  Host Output
o img_in_mem[J].c int 2147483647
o img_in_mem([0].data[0] float 3.40282E+38
o img_in_mem[0].h int 4
o img_in_mem[J].w int 4
o g[0] int -2147483648
o dir[0] int -1
< >
» More Info

Test Info | Test Case | Test Code| Configuration|

Figure 10 Test case successful without errors
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6 Conclusion

In this whitepaper, we have deeply explored the role and importance of Al technology in software
testing. In particular, we have detailed the complexity of C/C++ code testing and CT's Al assistant
feature, an innovative solution to overcome this.

The modern software development environment is becoming increasingly complex, and release
cycles are getting shorter. In these changes, it has become difficult to ensure sufficient quality
assurance with traditional testing methods alone. Al technology is gaining attention to respond to
these challenges, and its potential is enormous. Al can dramatically improve the efficiency of the
testing process through its ability to automate repetitive tasks, quickly analyze large amounts of data,
and flexibly adapt to changing environments.

The introduction of Al technology can solve many difficulties faced by developers and testers by
effectively managing complex dependencies, greatly improving test coverage, and quickly supporting
error analysis and resolution. However, there are still some important challenges in adopting Al. These
include securing data quality, complex integration processes with existing systems, limitations in the
predictability and explainability of Al models, and costs associated with initial adoption. Effectively
managing these limitations and difficulties is a crucial factor in the success of Al adoption.

CT effectively integrates this Al technology to manage the complexity of C/C++ code testing. CT's Al
assistant feature significantly reduces test environment setup time, improves test coverage, and
effectively supports error analysis. In particular, it provides real-time customized guidance for
problem-solving and continually improves its performance through ongoing learning. Through this, CT
supports development teams in delivering higher quality software faster.

The combination of Aland CT is expected to lead the future of software testing. This will play an
important role in organizations meeting increasingly complex and demanding software development
requirements. Through Suresofttech's CT and its Al assistant feature, development teams can
maximize the efficiency and quality of their test processes and enhance their ability to rapidly deliver
high-quality software.

In conclusion, the advancement of Al technology and CT's innovation are fundamentally changing the
paradigm of software testing. This will contribute to setting new standards across software
development, beyond simply improving the testing process. We expect that the software
development and testing fields will continue to evolve through the synergy effect of Al and CT.
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