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1 Overview

The role of software in the modern aviation industry is very important, and it is directly related to the
safety of aircraft. The aviation industry operates under particularly high safety standards and
stringent regulatory environments, where software plays an essential role in controlling the core
functions of aircraft and ensuring operational stability. In this context, the DO-178C standard is
positioned as a key guideline in the aviation software development and certification process.

DO-178C is an internationally recognized guideline to ensure the safety and reliability of software
systems on board aircraft. This standard regulates the development and certification process
throughout the software life cycle and ensures that software related to aircraft safety undergoes
rigorous quality control and verification processes. DO-178C provides standards for achieving an
appropriate level of safety required at each stage of software development, making it an important
guideline for aircraft manufacturers and software developers.

The requirements for tools used in the DO-178C certification process are different from other
standards. Typically, standards such as ISO-26262, IEC-61508, and [EC-62304 allow the use of tools
that have been certified by an independent body. However, under DO-178C, this practice does not
apply. DO-178C does not allow certification for tool use, and each tool must undergo a process to
verify its qualifications in the context of the specific project. (See DO-178C Chapter 12.2)

This white paper covers how CT, a software unit and integration test automation tool developed by
Suresofttech, supports the DO-178C standard. CT is designed to meet the complex and rigorous
requirements of aviation software development and certification. Here we will specifically explain how
to meet the specific criteria of DO-178C.
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2 What is DO-178C

DO-178C, "Software Considerations in Airborne Systems and Equipment Certification” is an
international standard for the development and maintenance of aviation industry software. This
standard provides guidelines for the development and life cycle management of software that has a
significant impact on aviation safety. DO-178C was released in 2012, replacing its predecessor, DO-
178B. D0O-178C specifies methods to manage software quality and minimize software defects
through clear requirements, detailed design, thorough testing, and appropriate quality assurance
processes.

DO-178C describes the development and maintenance process of aircraft software by dividing it into
three life cycles. These are the planning process life cycle, development process life cycle, and
integration process life cycle. The planning process life cycle contains development plan contents, the
development process life cycle contains requirements, design, coding, and integration contents, and
finally, the integrated process life cycle contains verification, configuration management, quality
assurance, and certification process contents.

| SYSTEM ASPECTS RELATING TO SOFTWARE DEVELOPMENT - SECTION 2 |

I SOFTWARE LIFE CYCLE — SECTION 3 |

‘SOFTWARE LIFE CYCLE PROCESSES

‘ SOFTWARE PLANNING PROCESS ~ SECTION 4 ‘

SOFTWARE DEVELOPMENT PROCESSES - SECTION 5

SOFTWARE REQUIREMENTS PROCESS

SOFTWARE DESIGN PROCESS

| SOFTWARE CODING PROCESS ‘
| INTEGRATION PROCESS 1

INTEGRAL PROCESSES

| SOFTWARE VERIFICATION PROCESS — SECTION 6 1

| SOFTWARE CONFIGURATION MANAGEMENT PROCESS - SECTION 7 ‘

| SOFTWARE QUALITY ASSURANCE PROCESS — SECTION B ‘

| CERTIFICATION LIAISON PROCESS — SECTION 9

| OVERVIEW OF CERTIFICATION PROCESS - SECTION 10 |

| SOFTWARE LIFE CYCLE DATA — SECTION 11 |

| ADDITIONAL CONSIDERATIONS ~ SECTION 12 |

Figure 1 DO-178C structure overview
DO-178C also provides reliability level distinctions for determining the reliability level of software. This

is based on the potential impact of a software defect on aircraft operations. This division is divided
into five levels, from Level A (highest reliability) to Level E (lowest reliability).
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a. Level A: Software whose anomalous behavior, as shown by the system safety
assessment process, would cause or contribute to a failure of system function
resulting 1n a catastrophic failure condition for the aircraft.

b. Level B: Software whose anomalous behavior, as shown by the system safety
assessment process, would cause or contribute to a failure of system function
resulting in a hazardous failure condition for the aircraft.

c. Level C: Software whose anomalous behavior, as shown by the system safety
assessment process, would cause or contribute to a failure of system function
resulting in a major failure condition for the aircraft.

d. Level D: Software whose anomalous behavior, as shown by the system safety
assessment process, would cause or contribute to a failure of system function
resulting 1n a minor failure condition for the aircraft.

e. Level E: Software whose anomalous behavior, as shown by the system safety
assessment process, would cause or contribute to a failure of system function with no
effect on aircraft operational capability or pilot workload. If a software component 1s
determined to be Level E and this is confirmed by the certification authority, no
further guidance contained in this document applies.

Figure 2 DO-178C reliability level
Compliance with the DO-178C standard is a key element in ensuring the safety of aircraft software.

This standard is essential to improve software quality, reduce risks from software defects, and comply
with international aviation regulations.
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3 WhatisCT

CT is a C/C++ code-based unit and integration test automation tool developed by Suresofttech. It was
developed to achieve software testing and structural code coverage in mission-critical fields where
safety and reliability are important, such as the aviation industry. The main features of CT are:
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Figure 3 CT run screen

| Test design

Automatically generates tests and test data, and provides an intuitive test design interface. It has the
ability to import test data in various formats and allows for integrated test design with complex
nested structures.

I Achieve coverage goals

CT supports statement, branch, MC/DC, function calls, and function coverage, and provides guidance
for achieving coverage goals. You can check the coverage results by linking the source code and
control flow graph, and after measuring system coverage, you can quickly achieve the coverage goal
by testing only the parts that are not covered.

I Other Features

Supports simulation and actual target environment testing
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Can be linked with DevOps tools

" Provides reports in various formats

" Provides requirements tracking feature in conjunction with requirements management tool

" Provides team testing feature that allows testing to be shared and conducted on multiple PCs

- Eliminate duplicate work by synchronizing test assets such as project settings, stubs, and mock
objects.

- Performed test results can be checked in real time on the web dashboard.

© 2023. Suresofttech Inc. All rights reserved. 8
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4 How CT Supports DO-178C

We will explain in detail how CT supports DO-178C. CT features corresponding to the main sections of
DO-178C are summarized as follows:

| Section 6.3.4 — Reviews and Analyses of the Source Code

This section states that the source code must match the data flow and control flow defined in the
software architecture.

CT provides the ability to verify that the data interface and source code defined in the software
design are implemented identically, and to confirm that the call relationship is the same as in the
design. You can understand the flow of code with the control flow graph view, and view call
relationships with the function call graph view.
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I
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Figure 4 Control Flow Graph View
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+%e Call Graph H#B|EIE|a® 8 = 0
DO-178C-Test >> Default Module >> autopilot.cpp >> maintain

Search:

Root

# getSpeed
# setSpeed
* getéltitude
* sethltitude
® main

L Wmaintain

getSpeed

182 3 — ]

Figure 5 Call Graph View

| Section 6.4.1 - Test Environment

This section states that more than one test environment may be required to satisfy software testing
objectives. Although testing the entire application on the target system may be considered an “ideal"
environment, running and collecting requirements-based coverage and structural coverage in a fully

integrated environment may not be feasible. Testing needs to be performed on small, independent
components in a simulated environment.

In relation to this, CT provides the ability to perform tests not only in Windows and Linux-based
simulation environments, but also in actual target environments. The host and target switches at the
top of the tool allow you to perform tests in your preferred environment and view the results.

© 2023. Suresofttech Inc. All rights reserved. 10
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Figure 6 CT Test Flow

| Section 6.4.2 — Requirements-based Test Selection

This section states that software verification should be “requirements-based,” as opposed to source-
code-based.

CT can take requirements, associate them with tests, and revisit those tests when requirements
change. This supports requirements-based test selection. In the Requirements view, you can view
imported requirements and the results of tests associated with those requirements.

[£] Coverage | = Requirement AB | BN |ued § =B

type filter text

v [ AERO-11 Altitude Measurement
v @ Success: 3
b Altitude:Altitude()_0
t) Altitude::getAltitude(_0
b Altitude:setAltitude(double)_0
v [ AERO-12 Speed Measurement
> @ Success: 3
<’/ AERO-13 Navigator Direction
v AERO-14 Auto-pilot
> @ Success: 1
v [ AERO-15 Emergency response
> @ Success: 2
v [ AERO-16 Communiation system
v @ Success: 1
t] Autopilot:maintain(_0
<7 AERO-17 Route Tracking system
< AERO-18 Weather Information
< AERO-19 Flight Data Recording

Figure 7 Requirement View

I Section 6.4.2.1& 6.4.2.2 — Normal & Robustness Range Test Cases

This section states that test cases should be developed, including test cases for normal and abnormal
ranges.
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In relation to this, CT can perform tests within the normal input range, boundary value tests, and tests
where failure is inevitable. This supports the creation of normal and abnormal range test cases.

Unit Test Integration Test CYmBERED-3 =0

Test Result | 23 /0 / 0 Statement Coverage v | 81.8% (27/33)

type file, function, test, state, issue

Name Result Coverage
v @ Altitude: :Altitude 1/0/0 N/A
> & 75T Altitude: :Altitude 1/0/0,
v & Altitude: :getAltitude 1/0/0, 100.0%
v T Altitu tAltitude 1/0/0,
1
v & > Altitude: :setAltitude 5/0/0 100.0%
v Altitude: :setAltitude 0/0)
o 51
2
3
4
5
v & Autopilot: :Autopilot 1/0/0, N/A
v Aut ‘Autopilot(altit 1/0/0
o imnimenin n
£ Speedtgetspeed0 0 | 1] Afttude-setaltitude(double)_. =
Test Case (DO-178C-Test/Altitude_setAltitude_test0) #1 QEEED

The i has been changed after executing the test
par: Type Input Expected Value  Host Output  Target Output
ol double. 1200

» Mock failure

» More Info

Test Info  Test Case| Test Code| Configuration|

| EBE]

Figure 8 Test case Edit View

I Section 6.4.3 — Requirements-Based Testing Methods

This section specifies that requirements-based hardware/software integration testing, software
integration testing, and low-level testing should be possible.

CT can perform testing on the actual target, at the host level, and at the source level. It supports
various requirements-based testing methods using the test environment mentioned in Section 6.4.1
and the requirements view mentioned in Section 6.4.2.

O N & S Host | Target | | Show Coverage | Host or Target w| | | Global search (Ctrl-3)
[£) Coverage —3MC/DC {#3Stub (& Class Factory < Control Flow Graph = Call Grapt uirement =@ Fault Injection
[ maincpp | (= Requirement Bl BRI s g =0 Unit Test Integration Test QwEBEBREL~E =0
type filter text
>
- = 0/0/0 0| (R
v Not Executed: 3
Alttude:Altitude0_0 type file, function, test, state, issue
Alttude: getAlttude0_0
Alttude:setAlttude(double) 0 Name Result Coverage
[ AERO-12 Speed Measurement v & Altitude: :Altitude 0/0/0, -
v Not Executed: 3 > & s Altitude: :Altitude 0/0/0;
Speed:Speed)_0 v ¥ Altitude: :getAltitude 0/0/0)
Speed:getSpeed(_0 v ¥ s Altitude::getAltitude 0/0/0)
Speed:setSpeed(double) 0 1
g v ] Altitude: :setAltitude 0/0/0,
v s Altitude::setAltitude 0/0/0,
ase 1
Autopilot:maintaing_0 2
v [ AERO-15 Emergency response 3
v Not Executed: 2 2
Emergency-Emergency() 0 s
Emergency:detect) 0 v & Autopilot: :Autopilot (i1titude 0/0/0,
~ [ AERO-16 Communiation system v 7 Autopilot::Autopilot 0/0/0,
v Not Executed: 1 1
Autopilot:maintain0_0 v ¥ Autopilot: :maintain 0/0/0)
AERO-17 Route Tracking system v 5 Autopilot::maintain 0/0/0)
AERO-12 Weather Information 1
AERO-1¢ Flight Data Recording « & Emergency: :Emergency 0/0/0
vl 7 Emergency::Emergency 0/0/0,
1

Figure 9 Requirement View and Test View

© 2023. Suresofttech Inc. All rights reserved. 12



Using CT for DO-178C Software Verification SURESOFT

I Section 6.4.4 — Test Coverage Analysis

This section states that test coverage analysis should include requirements-based coverage and
structural coverage analysis. The first step is to analyze the test cases to ensure that all requirements
are associated with a specific test case. The second step is to verify that requirements-based testing
executes the code to an appropriate level.

CT supports requirements-based coverage and structural coverage. Additionally, it supports
achieving test coverage for data coupling and control coupling.

[#) Coverage |= Reguirement E ) ® = 8
Host coverage information of 'DO-178C-Test' project
I Target Function Statement | Branch MC/DC Function Call | Function |
1 Altitude:Altitude( = N/A = N/A = N/A = N/A "Y'
2 Altitude:getAltitude( == 100.00% (1/1) = N/A = N/A = N/A -
3 Altitude:setAltitude(double) == 100.00% (1/1) |=N/A = N/A = N/A -y
4 Autopilot:Autopilot(Altitude *, Speed *) = N/A = N/A = N/A = N/A -y
5 Autopilot:maintainQ ==5000% (4/8) [==50.00% (2/4) |™=0.00% (0/2) = 20.00% (2/10) |==Y
6 |Emergency::Emergency() = N/A = N/A = N/A = N/A -
7  Emergency:detect() == 66.66% (4/6) ==50.00% (3/6) ™= 0.00% (0/4) ==3333% (2/6) ==Y
8 |Emergency:setEngineFailure(bool) == 100.00% (1/1) |=—N/A = N/A = N/A -y
9  Emergency:setPressureChange(bool) == 100.00% (1/1) |=N/A = N/A = N/A -y
10 Speed:Speed() = N/A = N/A = N/A = N/A -
11 Speed:getSpeed( ==100.00% (1/1) —N/A = N/A = N/A Y
12  Speed:setSpeed(double) == 100.00% (1/1) |=N/A = N/A = N/A -y
13 main( == 100.00% (13/13) = N/A = N/A == 100.00% (16/16) ==Y
Total 81.81% (27/33) 50.00% (5/10) 0.00% (0/6) 62.50% (20/32) 100.00% ...

@ In target testing mode, the coverage of the function including Asm code can not be measured.

Figure 10 Coverage View

Section 6.4.4.1 & 6.4.4.2 — Requirements-Based & Structural Coverage
Analysis

This section states that requirements-based testing should determine how well the software
implementation has been verified (6.4.4.1) and which code structures were not covered during the
requirements testing process (6.4.4.2).

In this regard, CT supports requirements-based coverage analysis and structural coverage analysis.
Through this, you can determine the traceability of requirements and source code, and check data
coupling and control coupling.

© 2023. Suresofttech Inc. All rights reserved. 13
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Requirement Test Coverage Report

Result Summary

Number of requirements

9

Requirements traceability coverage

55.56%

Requirements consistency coverage

55.56%

Requirement Result Details

All tests succeeded

All tests executed, some failed

All tests executed, some error

Connected tests are not executed

No tests connected

Hlojojoluv

Requirements Test Result

Project : DO-178C-Test
Date Created : 2023-12-01 15:16:05
Version : 2023

Tests and Test Cases Summary
Number of tests [10
Number of test cases|0

Key Title

Success

Failure Error Total

Executed

AERO-11 [Altitude Measurement

AERO-12  [Speed Measurement

AERO-14  |Auto-pilot

AERO-15 [Emergency response

AERO-16 [Communiation system

Total

= G206 R

0

(=D E=) =) =) E=) =)

(=) [=) [=) (=) (=) (=)
ololojolole
=R R

o

Figure 11 Requirement Test Coverage Report
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I Section 6.4.5 — Reviews and Analyses of Test Cases, Procedures, results

This section states that you must ensure that the test results are satisfactory, the procedures were

correct, and the results were expected.

CT helps you conduct test reviews by outputting test cases, test procedures, and results as reports.
This helps you determine whether the test was performed properly and produced the results you

expected.

Test Report(Host)

Project: DO-178C-Test
Create Date : 2023-12-01 15:18:09
Version : CT 2023

Total Coverage
Statement Branch Call MC/DC Function
81.81 %(27/33) 50.00 %(5/10) 62.50 %(20/32) 0.00 %(0/6) 100.00 %(13/13)
Unit Test
Total test Succeed test Total test case Succeed test case
13 13 23 23
Unit Test Summary
Test Total test case  Success Failure  Emor  Statement Branch call MC/DC
Atitude:-Altitude() 0 1 1 [ 0 0.00%(0/33) _ 0.00 %(0/10) 0.0 %(0/32) _0.00 %{(0/6)
Attitude: getAltitude() 0 1 1 0 0 3.03%(1/33)  0.00%(0/10)  0.00 %(0/32)  0.00 %{(0/6)
it ) 0[] 5 5 0 0 3.03%(1/33)  0.00%(0/10) 0,00 %(0/32)  0.00 %(0/6)
| Autopilot::Autopilot(Altitude *, Speed *)_0 1 1 [ 0 0.00%(0/33)  0.00%(0/10)  0.00 %(0/32) 0.00 %{(0/6)
[Autopilot-maintain() 0 1 1 [ 0 1212 %(4/33)  20.00 %(210) 625 %(2/32) 0.00 %(0/6)
Emergency:Emergency() 0 1 1 [ 0 0.00%(0/33) 0.0 %(0/10) 0,00 %(0/32) __0.00 %{(0/6)
Emergency:detect() 0 1 1 0 0 12.12%(4/33)  30.00 %(3/10) 625 %(2/32) 0.00 %(0/6)
B ) 0 2 2 0 0 303%(1/33)  0.00%(0/10)  0.00 %(0/32) 0.00 %{(0/6)
|Emergency:setPressureChange(bool)_0 2 2 [ 0 303%(1/33)  0.00%(0/10)  0.00 %(0/32)  0.00 %(0/6)
Speed::Speed()_0 1 1 [ 0 0.00%(0/33)  0.00%(0/10)  0.00 %(0/32)  0.00 %{(0/6)
Speed:getSpeed() 0 1 1 [ 0 303%(1/33)  0.00%(0/10) 000 %(0/32) 0.00 %(0/6)
peed )0 5 5 0 0 303%(1/33)  0.00%(0/10) 000 %(0/32) _ 0.00 %(0/6)
main) 0 1 1 0 0

39.39 %(13/33) 0.00 %(0/10) 50.00 %(16/32] 0.00 %(0/6’

Dec 1,2023 3:18 PM

Figure 12 Test Report
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I Section 12.2 — Tool Qualification

That section states that if a software tool is used to automate the verification process, it must be
qualified. Tool Qualification Levels are classified by the following criteria:

" Criteria 1: A tool whose output is part of the airborne software and thus could insert an error.

" Criteria 2: A tool that automates verification process(es) and thus could fail to detect an error, and

whose output is used to justify the elimination or reduction of:

1) Verification process(es) other than that automated by the tool, or

2) Development process(es) that could have an impact on the airborne software.

" Criteria 3: A tool that, within the scope of its intended use, could fail to detect an error.

SURESOFT

Additionally, the TQL can be determined using the decision table together with the software reliability

classification described earlier in DO-178C.

Criteria
Software Level
1 2 3
A TQL-1 TQL4 TQL-5
B TQL-2 TQL-4 TQL-5
C TQL-3 TQL-5 TQL-5
D TQL-4 TQL-5 TQL-5

Figure 13 Tool Qualification Level Determination

CT has no direct impact on airborne software and is a tool that is not intended to be used to eliminate
or reduce verification processes other than automated processes. So CT does not fall under criteria 1

or 2, but falls under criterion 3 because it could fail to detect an error within its intended use. And
combined with the software reliability classification of DO-178C, the TQL of CT corresponding to

criterion 3 is determined as TQL-5. This means that CT is a suitable tool for verification at all software

reliability levels.

© 2023. Suresofttech Inc. All rights reserved.
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5 Conclusion

In this white paper, we specifically analyzed how Suresofttech's CT supports the aviation industry's
DO-178C standard. At its core, CT was developed to meet the complex requirements of aviation
software development and certification. This tool provides features such as automating test design,
achieving structural coverage, and supporting testing in real target environments.

These features of CT directly correspond to several requirements of the DO-178C standard. Test
environment setup, requirements-based test selection, and test coverage analysis meet the core
elements of the DO-178C standard, thereby contributing to improving the safety and reliability of
aviation software.

In conclusion, CT is evaluated as an effective tool for software development and certification
compliant with the DO-178C standard. The support of these tools is likely to play an important role in
safety and quality management of software in the aviation industry.

© 2023. Suresofttech Inc. All rights reserved.
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